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Software Verification Ver 1.0
1. 2

uanly - Changes

e 1. final2 (commit: 75a5481) (detail / githubweb)

Started by GitHub push by 3jang
.} it Revision: ed216ed4ed43ab5bd59ba%c1c2db68i3b7 focZed
gl
« refs/remotes/origin/master
S iT [ A = = = S SFE A
- dMet 2|ZEE V|lgE FAE SO0 Zolg £ UL

[ http://52.231.190.169:9000/dashboard?id=dslab2018 ]

- ‘Reliable ATM" Z2HMEO| ME H5 #52H(YRE AlZh 2018.5.31 2F 644) A2 o2 FHEME
TSt RALt.
- X EME 9810 Sonarqube?t PMD, Findbugs, Checkstyle Z2{101S A3, FItZ Suresoft

Codescroll Inspector for JAVAS AtE35|QiCH

2. SonarqubeE &%t A 24

2.1

OH

& Ak

- ‘Sonarqube’®] B AO|ES MHsI0] YN £Z0|M0 HH N AIE HEAZ & YTE SEOALE
Metric Over Leak Period  Operator Warning Error
Complexity fclass (] LE=2h 2 10 15
Complexity /file (] R0 2 10 15
Complexity /function (] LEEDRr = & 12
Maintainability Rating on New Code 2y is worse than A B
Reliability Rating on New Code S is worse than A B
Security Rating on New Code 2y is worse than A B

Class®| Complexity Number 7|&S 41 10, o3 152 275 ULCE

File| Complexity Number 7|&& Z1 10, 02| 152 HHSACL

Function®| Complexity Number 7|&2 Z1 8, 03 122 HHI UL
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Software Verification

String literals should not be duplicated

& CodeSmell @ Critical Wpdesignv L2 7|2t 0= HEE 20185 52 42 SonarAnalyzer (Java) 2IAE EES 2L 0: 2min +2min per duplicate instance

Duplicated string literals make the process of refactoring error-prone, since you must be sure to update all occurrences,

Cn the other hand, constants can be referenced from many places, but only need to be updated in 2 single place.
Noncompliant Code Example

With the default threshold of 3:

public woid run(} {

-

prepare{"actionl™); /f Noncompliant - "sctionl" is duplicated 3 times
execute("actionl™);

release("actionl™);

@5uppresslarning{"all") /
private void methodl()} { /* ... */ }
@5uppressharning{"all")

private void method2{} { /* ... */ }

-~

Compliant - annotations are excluded

public String method3{5tring a) {

System.out.println( +a +

£
return ""; £

-~

Compliant - literal "'" has lesz than 5 characters and iz excluded

-

Compliant - literal " has less than 5 characters and is excluded

Compliant Solution

private static final 5tring ACTION_1 = "actionl™; // Compliant

public woid run(}) {
prepare{ACTION_1); /
execute(ACTION_1);
release(ACTION_1);

-

Compliant

Exceptions

To prevent generating some false-positives, literals having less than 5 characters are excluded.

2> oY Olfr= & 19712 A0l ZALRULE

3Q

.

2 0| O]t ZAL|0f AL IDES| EAM AR E S UTF-82 HEY AS dIdiCth

Cognitive Complexity of methods should not be too high

& CodeSmell @ Critical W brain-overload »  CHE 7|74 0

Cognitive Complexity is a measure of how hard the control flow of 2 methed is to understand. Methods with high Cognitive Complexity will be difficult to maintain,

IS Olfr= & 14712] QUEFAIO] AL UL

—

2> A OfF &2 +=F2| Complexity number?t SHE B2 W2 70| HEZ|5) 2QIC}

EHEE 018 524 Sonarfnalyzer (Java) SEANE LES 2|L|0): Smin +1min per complexity point over the threshold
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Software Verification Ver 1.0
Fields in a "Serializable" class should either be transient or serializable squidS1948 55 T~

& Code Smell @ Critical W cwe, serialization= LCHS 7|7F 0| EHEH 20180 52 42 SonarAnalyzer (Java)  &=/0l5% 30min

Fields in a Serizlizable class must themselves be either Serializable or transient even if the class is never explicitly serialized or
deserialized. For instance, under load, most J2EE application frameworks flush objects to disk, and an allegedly Serializable object with
non-transient, non-serializable data members could cause program crashes, and open the door to attackers. In general 3 Serializable class
is expected to fulfil its contract and not have an unexpected behaviour when an instance is serialized,

This rule raises an issue on non- Serializable fields, and on collection fields when they are not private (because they could be assigned
non- Serializable values externally), and when they are assigned non- Serializable types within the class.

2 3T Olfv= & 11712 flEtAlO] ZAZ QUL
>

Duplicated  Duplicated

lines (3%) lines
B src/main/java/sv/test/GUl/inputhoneyFrame.java 823% 399
(B sre/maindjava/svitest/GUIinputUSDFrame java 75.7% 215
[ src/main/java/sv/test/GUl/insertFrame java 73.5% 303
B src/main/java/sv/test/GUI/inputAccountFrame,java 69.2% 173
B src/main/java/sv/test/GUl/inputPasswordFrame.java 65.7% 287
[ sre/maindjava/svitest/GUl ferrorPrintFrame java 54.2% 39
[ src/main/java/sv/test/GUI/ReceiptFrame.java 45.4% 39
B src/main/java/sv/test/GUI/mainFrame java 27.0% 41
(B src/main/java/sv/test/GUl/selectCountry.java 26.2% 27
B src/main/java/sv/test/GUI/printLogFrame.java 21.3% 17
[ src/main/java/sv/test/lunit/systemtest java 0.0% 0
B src/main/java/sv/test/OFFER/Offer java 0.0% 0
B src/main/java/sv/test/ATM/MainSystem.java 0.0% 0
B src/main/java/svitest/Junit/Filetest java 0.0% 0
[E] src/main/java/sv/test/ATM/Account.java 0.0% 0
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- Complexity &4

526

Complexity

Complexity /ffile

4
35 ;lii

4] 5 10 20

r1

Complexity /function
Complexity /file
Complexity /class

Cognitive Complexity

Complexity /function

l-43l

S 2N o4 =238 MM Complexity= 5260]|Ct.

(2] src/main/java/sv/test/GUI/inputMoneyFrame.java

@ src/main/java/sv/test/ATM/MainSystem.java

B sre/main

Jjava/svitest/GUl/inputPasswordFrame,java

[ src/main/java/sv/test/GUI/inputUSDFrame java

B sre/main

fjava/sv/test/GUl/insertFrame java

[ sre/main/java/sv/test/GUI/inputAccountFrame.java

@ sro/main/java/svitest/ATM/ACcou nt.java

(2 src/main/java/sv/test/GUI/mainFrame java

(2] sre/main/java/svitest/GUI/selectCountry java

@ src/main/java/sv/test/Junit/system test.java

B sre/main

Jjava/sv/test/OFFER/Offer java

[ src/main/java/sv/test/GUI/ReceiptFrame.java

@ src/main

Jjava/sv/test/GUI/printLogFrame.java

(2 src/main/java/sv/test/GUI errorPrintFrame java

@ src/main

Jjava/sv/test/Junit/Filetest.java
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(2] sre/main/java/sv/test/GUI/inputMoneyFrame,java
(2] sre/main/java/sv/test/GUIinputUSDFrame java

(2] sre/main/java/sv/test/GUI/inputPasswordFrame.java
(2] sre/main/java/sv/test/GUI/insertFrame java

(2 sre/main/java/sv/test/GUI/inputAccountFrame,java
(2] sre/main/java/sv/test/ATM/MainSystem.java

(2] src/main/java/sv/test/GUI/mainFrame java

(2] sre/main/java/sv/test/GUI/selectCountry java

(2] sre/main/java/sv/test/OFFER/Offer,java

(2] sre/main/java/sv/test/lunit/systemtest.java

2] sre/main/java/sv/test/GUI/ReceiptFrame.java

[2] src/main/java/sv/test/GUI/printLogFrame java

[=] src/main/java/sv/test/Junit/Filetest java

[2] src/main/java/sv/test/GUI/errorPrintFramejava

[2] sro/main/java/sv/test/ATM/Account java

&4 Complexity Numbere inputMoneyFramejavaOilAl 14622 %0 HE 7| St

Ha

> 2= Oy T CHste & AO|E 7[F 150|122 7|F5H0] 2ok HE|O|C)
- AE Complexity &4

= File, Class, Function & X|EOAM
.|

=
inputMoneyFrame java®l| CHs{l ZE 2MZ StALCEH

.getText().length() - 1) + 5tring.valueOf(1)

.getText(}.length() - 1) + 5tring.valueDf(2)

.getText().length() - String.valueOf(3)

14.6

2.4

7.5

5.7

a7

2.5

2.0

1.0

1.0

1.0

1.0

1.0

1.0
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Software Verification Ver 1.0

money.setText("loaacd &) ;
else if (e.getSource() == b1B) {

(money.getText().length(} > 1} {

if (num > 5) {

.setText(money.getText().substring(@, money.getText().length() - num + 4) + "§&");

> X0 Y ifelsed 5 F20= 35 SHE if-elseZt EXMSIH 2EHA if200|M for2e 1 0|F 3EHA
L|

if-else0f] EQ5I0 CiA| for22 == F™L depthe SHE0| EXotct

,,,,,,,,,,,,, i else {

switch (menu) {
case B: /S @U@

if {(error = main.deposit(

Integer.parselnt(money.getText().substring(@, money.getText().length() - 1)))) == @) {
new ReceiptFrame(main);

T else {
new errorPrintFrame(error);

iy
this.dispose();
1 else {

state.setText(" 102004 ¢ G HHH G006 GL G HHHUSS.");
state.setOpague (true);

if {(error = main.depositWithoutBank{

new ReceiptFrame(main);
T else {

new errorPrintFrame(error);

iy
this.dispose();
T else {

state.setText(" 100004 ¢ GO O H 009 G GHHHU0SH.");
state.setOpague(true);

state.setBackground (Color.LIGHT_GRAY);

o

new inputPasswordFrame(4, main, account);
this.dispose();

case 3: // ¢¢¢

> FY if-else Z0I0|= switchE7HX| EXHSECL Switch2 LHEHE SHE if-else?t =X SHCE

—

10
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money . setText (“1006086 ¢ ") ;

2> 7|EE YEHS ME[ote HAE RO EXSts switchE=2| HEO|LH.

2 Switch 20| 28 SH if-else?t EXMSHH 1 WFO|A for=0| X[ 2 =H =0 QAL

SiE M LR OME, 7] M2l 220 SHEE 2721 2EE0| HE B2 A2 TEHED 00|

H

o
2 Complexity Number2| 902 MZ-E L[}




Software Verification Ver 1.0

money . setText (money.getText() .substring(@, money.getText().length{) - 1) + String.valuelf (@) + "G&");

LgetText(}.lengthi) String.valuelf(1)

getText().substring(@,

getText() LgetText(). Lvaluelf(2)

.substring(@, length()

LvEluelf(3)

getText().substring(@, LgetText (). length()

getText().substring(@, LgetText(}.lengthi) valuelf(4)

getText().substring(@, money.getText().length() - 1) + String.valuslf(5) + "GBGH");

getText().substring(@, LgetText (). length() Lvaluelf(6)

getText().substring (@, money.getText().length{) - 1) + String.valusdf(7) + "G&");

.valuelf(8)

getText().substring (@, .getText(}.lengthi)

money . setText (money.getText (). .substring(@, money.getText().length{) - 1) + String.valuslf(9) + "G&");
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2.3 Checkstyle

FAES4

3335 3,335 @ LS
&

I
=C o @ NF=C o Sxjma =2 Added Technical Debt STE
Js B HE 32.6%
7)€ Ei v g (A E 7|F) 0.0%
AZIEO| RRIE4H SHE Ao BT B4 482
Maintainability Rating on New Code o

|
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2 Checkstyle®| 3 AlS Mool YHEMS XL DS= B8 & 3335712 RE o4 7) AL
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> ASES ?IT 22 I+= 480 MFL AL}
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FEEIEIRNET
v
Indentation 2.5k
Line Length 287
Visibility Modifier 04
Annotation On Same Line 57
Design For Extensicn 57
Trailing Comment 44
Nested If Depth 39
Import Crder 35
Write Tag 18
Avoid Star Import 16 w7 JEI E'I-E
Import Control 15 “ Blocker 15 {:f Minor
JavaNCSS 15
Package name 15 @ Critical 1 O Info
File Tab Character 15 g MEJCIF 510
Return Count 12

Indentation® & O|F7t & 250072 7+

AL

= src/maindjava/
B src/mai nfjava,’
B sre/maindjaval
B src/mai n/fjava,
[ src/main fjava/f
[ src/mai n/fjava,/
B src/main fjava/f
B sre/mainfjaval
& src/main fjava/
B sre/mainfjaval
B src/mainfjaval
B src/mai n/fjava/
B sre/mainfjaval
B src/mai n/fjava,

B sre/maindjavas

2 ol H4E uT

O GUIRES| 0|#7} ZO@ MainSystem EPH 0|77t AEds| BiO

=v/test/GUI/inputMoneyFrame java
sv/test/GUI/insertFrame.java
sv/test/GUl/InputPasswordFrame,java
sv/test/ATM/MainSystem.java
sv/test/GUI/inputUSDFrame.java
sv/test/GUI/inputAccountiFrame,java

sv/test/GUI/mainFrame,java

fsv/test/OFFER/Offer.java

sv/test/ATM/Account.java
=v/test/Junit/systemtest.java
=v/test/GUI/selectCountry java
sv/test/GUI/ReceiptFrame.java
=v/test/GUI/printLogFrame. java
sv/test/GUI/errorPrintFrame.java

sv/test/Junit/Filetest.java

orto
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2 Al inputMoneyFramejavaOl | 588702 7+t
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15
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588

449

447

438

320
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- Critical O|ff
> 4A Oo|F7t HE BOF F8 O|FT CHED, MM W82 H7|E F3E Sl =l 7hssto)

String Literal Equality

& CodeSmell @ Critical WEII 2~ Ot

il
el
™

L=

= HESE 2018FE 5242 Checkstyle (Java)  &==/0[7%: Smin

Checks that string literals are not used with == or !=.

> Sting 2AHES equals)7t Ol 1='2 AtBStO] HIDSHYCE &4 equals) & LHBS HlmSLX|BH ==0]
= =

Lt i='= F2& @S Bl Qzof 2R 207t Lig & AL

> AF ZE BS

........................................................................................................... if(account.getBank() 1= "SEI=T")

Literal Strings should be compared using equals(), not =", REF~> 1173

& Code Smell ¥ @ Critical ¥ O Open v 2 EHX 2Z ~ S5min effort THE No tags ™
2.4 Findbugs
Mzl

6 6 Nz i Be 32 3AI1Z

HEE 7Y 2R S (U EE) 342

# Bugs & A7 =0 NLEET '

Reliability Rating on New Code

2 Findbugs 2 7AS HEoI0] YHEMS TASIRALD Meld (S8l & 6712 M7t LA AL

2> M2 JHS 2T ST+= 3A[ZH0] HFE QALY

.4 v azE

Performance - Unread field i|

Performance - Method concatenates strings 1

Performance - Should be a static inner class 1 | @ Major 6 |
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- glgt 3

Performance - Unread field

#eug @D Major Wpperformance~ LS 7|7 0| BEE 20185 5242 FindBugs (Java)  &3=/0]%= 30min
This figld is never read. Consider removing it from the class.
SIS Olfre B 4749l QIBHAIEO| WA QAL
> MOf M¥EX ¥ S Yooz 2| Cfe M LRI

Performance - Method concatenates strings using + in a loop
#ug D Major Wpperormance~ LHS 7|7 O|= BEE 20188 52 42 FindBugs (Java)  443/0|5: 30min

The method seems to be building a String using concatenation in a loop. In each iteration, the String is converted to a
StringBuffer/StringBuilder, appended to, and converted back to a String. This can lead to a cost gquadratic in the number of iterations, as the
growing string is recopied in each iteration.

Better performance can be obtained by using a StringBuffer (or StringBuilder in Java 1.5) explicitly.

For example:

ff This is bad
String s = "";
for (int i = @; i < field.length; ++i) {

5 = 5 + field[i];

// This is better

StringBuffer buf = new StringBuffer();

for {(int i = @; 1 ¢ field.length; ++i) {
buf.append(field[1]);

H

String s = buf.toString();

> i Olfr= & 1709 {UEHALZO| HHAL[RUCE
EAEE +'E Sl FZsts A2 2|7 WE0| ‘StringBuffer’ & &8%t= A0| O L2 458 EQICH
Performance - Should be a static inner class findbugs:SIC_INNER_SHOULD_BE STATIC €5 T

B 2ug @ Major Wperformance~  L[HES 7|7H 0|5 HEE 20185 5242 FindBugs (Java)  &45/0%%: 30min

This class is an inner class, but does not use its embedded reference to the object which created it. This reference makes the instances of the
class larger, and may keep the reference to the creator object alive longer than necessary. If possible, the class should be macde static.

2> oY Olfr= & 1712 IetAro] FHE[RALY.

15



Software Verification Ver 1.0

- Findbugs FAIEd & fg s

| ® Code Smell 2| v M
v AZHE | Bad practice - Class names should start wit 10
Style - Switch statement found where defaul 9
118n - Reliance on default encoding 3
© Info 6 Style - Exception is caught when Exception i 3
[~] Major 10 Style - Dereference of the result of readline| 1

2 Findbugs 2E A & FRAESY 2H F200AM & 26712 Ol7t 2H5AD, O F F 10712 Majors

= Olf7t ZdstAct.

2.5 PMD

e ERNE

7|& 25 63
1,270 1,270 (D) i
® zc e PR oxzad o Added Technical Debt 632
7ls R HE 36.2%
7lE BMEE (7 2ECF) 0.0%
AClEo fAe+d EHE A 2R &= 54
Maintainability Rating on New Code o

2 PMD 3T #Hs HEoI0o] JHEYHES UHsIAL RAEsd DSE & 1270708 2E ofF7t ZAHL|

v 4

Law Of Demeter 790

Comment Required 206

Bean Members Should Serialize 97

Default Package 54

Local vaniable could be final 45

Dataflow Anomaly Analysis 24

Use String Buffer For String Appends 13

Aveid instantiating objects in loops 8

Null Assignment 8 AlFLE

God Class 4 vask

Call Super In Constructor 3 -\"::. Mincr 3 4 3
Comment the default access modifier 2

Immutable Field 2

Singular Field 2

Boclean Get Method Name 1 g Ma_i:lr ';52

2 1207712 Ol#+ & Major 9527, Minor 3187119| Mzt 2ZE LIEIL D QUL
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> I}

ol
=

EH
=

[ sre/main/java/sv/test/GUI/inputMoneyFrame java
[ sre/main/java/sv/test/GUI/inputUSDFrame java

[ sre/main/java/sv/test/ATM/MainSystem.java

(2 sre/main/java/sv/test/GUI/inputPasswordFrame java
[l sre/main/java/sv/test/GUI/insertFrame java

[ sre/main/java/sv/test/GUI/inputAccountFrame java
B sre/mai n/java/sv/test/OFFER/Offer java

[ sre/mainfjava/sv/test/Junit/systemtest java

[2 sre/mainfjava/sv/test/GUI/selectCountry java

@ sro/main/java/sv/test/ATM/Acco unt.java

[l sre/mainfjava/sv/test/GUI/ReceiptFrame java

(2 sre/main/java/sv/test/GUI/printLogFrame.java

(2] sre/main/java/sv/test/GUIferrorPrintFrame.java

[ sre/main/java/sv/test/GUI/mainFrame java

(2 sre/mainfjava/sv/test/lunit/Filetestjava

2 EH GUIEE inputMoneyFramejavaOl Al K B2

2 Major 55 OlF &

>

.
O

f

(=
o

Law Of Demeter

& Code Smell

rlo

e B

@ Major WEI1ZE~ L2 7|7 0|Z HEE 20185 52 42

PHD (Java)

355

252

175

111

76

31

43

35

34

22

22

20

19

A AFO] ZHE F2 374 nA2 oh3a 2ot

pmd:LawOfDemeter

==/ 01751 30min

93

The Law of Demeter is a simple rule, that says "only talk to friends", It helps to reduce coupling between classes or objects. See also the
references: Andrew Hunt, David Thomas, and Ward Cunningham. The Pragmatic Programmer. From Journeyman to Master. Addison-Wesley
Longman, Amsterdam, October 1999.; K.). Lieberherr and .M. Holland. Assuring good style for object-oriented programs, Software, IEEE,
6(3):38-48, 1989.; http://www.ccs.neu.edu/home/lieber/LoD.html; http://en.wikipedia.org/wiki/Law_of_Demeter

Example:

0|

public class Foo {

-

A
T

SEE

* This example will result in two vieolations.

*

public void example(Bar b) {

/{ this method call is ok, &s b is & parameter of “example”

Cc=b.getC();

/{ this method call is a violation, as we are using c, which we got from B.

f/ We should ask b directly instead, e.g. "b.doItOnC(};"

c.doIt();

/i thiz iz also a wiclation, just expressed differently as a method chain without temporary variables.
b.getC().doIt{);

/4 a constructor call, not a method call.
Dd=newD{);

// this method call is ok, because we have create the new instance of D locally.
d.doSomethingElse();

= & 790702 PIEtArEO] HAZALCE
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Bean Members Should Serialize prd:BeanMembersShouldSerialize 5 -

@ CodeSmell @ Major WEI1ZS~ LCI27IH0ZHEE 201855242 PMD (Java)  45/0(55: 30min

If a class is 2 bean, or is referencad by a bean directly or indirectly it needs to be serializable. Member variables need to be marked as transient,
static, or have accessor methods in the class. Marking variables as transient is the safest and easiest modification. Accessor methods should
follow the Java naming conventions, i.e.if you have a variable foo, you should provide getFoo and setFoo methods.

2> 8 Olfs= & 97712 A0 EHE UL,
Dataflow Anomaly Analysis

prad:DataflowAnomalyAnalysis  $5 hd

& CodeSmell @ Major WEfISZ2~ LCHE7THO0

EHEE 2018 52 4% PMD (Java)  2b=/Olsw 20min

The dataflow analysis tracks local definitions, undefinitions and references to variables on different paths on the data flow. From those
informations there can be found various problems. 1. UR - Anomaly: There is a reference to a variable that was not defined before. This s a
bug and leads to an error. 2. DU - Anomaly: A recently defined variable is undefined. These anomalies may appear in normal source text. 3. DD
- Anomaly: A recently defined variable is redefined. This is ominous but don't have to be a bug.

2> T Olfr= & 34702 fIEFAIEO] HHE AL
> Llaw of Demeter 152 A2 & X|7|™ couplingg® RE = A0 FEICE
3. Sonarqube &% Z1}

3.1 HAE ZAnt

=l
6 6 HEEHE ER 34 T
& oug & a7 o - P AE BR F4 Wi 2S) T
g Ui = teld 52
Reliability Rating on Mew Code
Hobg
25 25 o EoHd ZjH B I 122417
ot Z|M Rg DA AR = @zt
6 52z 6 u7 s =0y sa £2E AN B 3+ AR 29) e
Security Rating on New Code e
/X2
712 =3 B
4,864 4,864 (E )
Added Technical Debt 1342
& I 43 @ M ZE 43 A=Y 52
T 76.5%
7l& 24 HE (U7 AL 7IE) DTS

Maintainability Rating on New Code

2> et RE Y 242 Jeet 20 F e7el HIOLf 25702 FHE 2|1 4864712 RE ofF 7t &
E| ATt
2> 3 20 MY S82 CSERR & sEC ESE2E HEEYD, FRES Lot ES
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1]
In
off
J

4,895

Issues

£t ZEE FETF 15402+H91(49.7%)

>
> T LT Olfv= & 48957H0|Ct.

49.7%

Duplicated lines (%)

526

Complexity

4,895

2AD AL

Duplicated blocks 75
Duplicated lines 1,540
Duplicated files 10
Complexity /function 4.3
Complexity ffile 351
Complexity /class 29.2
Cognitive Complexity 709
Open issues 4,895
Reopened issues 0
Confirmed issues 0
False positive issues o
ot ol= o

EXC ) 52602 EXE|QACEH

1

Security Rating on New

G Code

is worse than B

Reliability Rating on

is worse than B

Complexity / Class Complexity / File
29.2 etn 5.0 35.1 E-%;E-éﬁc

Bugs & 3 2+H

ki
In
)
3

Coverage

O

F
In
o
filis

2> HEY EF AOIE 7|E0 Eotd, M2[Y, Complexity FE20A OJ23IH EF AHOIE

Lt

1352 @

EH

0.0%

AHEA

49.7%

=

&1

75

Duplicated Blocks

6 B
&t o3 0 U7 HYE
13549 9k
A 23 ® A7 2 2
FHER] (U 2E)
Duplications on New Code
£ 245K
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3.3 Unit test coverage

Element Coverage Covered Instructic...  Missed Instructions Total Instructions
v (= DSLAB2018_Th-mastes N 106 % 1,310 10,996 12,306
~ [P sre/main/java N 106 % 1,310 10,996 12,306
# cul = 00% a 9,371 9,571

B AT™M = 429 % 801 1,064 1,865

3 OFFER I 326 % 163 337 500

£ Junit 1 935 % 346 24 370

2> 4 HAEQ Coverage?t 38 106%2 U@ 2 +=X[E 7|t ULt

4. Codescroll inspector for JAVA

4.1 Codescroll inspectorg O|8% H& 24
MEH AR 74 dze 25 UEs
HOE HAE 220 22 HEf7t ofE VNAO4-) e inputUSDFrame.actionPerformed (ActionEvent) R
LSS AMEOIR| %0 o2 AMKIE AHEOI0 £AS2 288 Sun26  HE insertFrame actionPerformed(ActionEvent) 6
27 425 A 8H(for loop2 counterZ -10[L} 0, 12 AFE8HE A H Q) Sun24 iR RS selectCountrykeyTyped(KeyEvent) 626
non-static BE7t public2 2 49, Sun22 0§ 28 MainSystem 4
2229 0|2 (selectCountry)0| T2I(MA-Z)(a- z]|[A Z]|0-9)) ol x| %2 Sun18 02 ®3 Gul 13
NE v AR 4% 2 Aojof H F0] gl Sun 17 Oi2 RS selectCountryselectCountry(MainSystem) 2
Switch 20 default case?t ZR5HA| %S, Sun13 D42 RS insertFramekeyTyped (KeyEvent) 1
if 20A 5227t AFBER %S Sun 11 QY2 MainSystem transfer(int, Account) 16
X% #Hp(error) MY Al £7[24E 61X L2, Sun 10 Re insertFrame actionPerformed(ActionEvent) 20
identifier(bank)7} 0[0] ZEZ MAL|0} 210f hide7t E4et Sun 09 HS MainSystem payUtilityBill(Account) 10
EE0| N& 20| ot 2o Hotgt Sun 08 T2 HS selectCountryselectCountry(MainSystem) EY)
30 ofef AJHXE Mg Sun07 02 RZ insertFrame 10
grelol Zo)7 Hao)% ks Sun06 Of® %8 OfferOffer(int) 161
oiE A2 DHYO| C AEHY FHOZ ARSI B3 Sun03 04 S Gul 15
mutable 227t M2+ Q= BEH AH Ié RS MES| Hlot BA 7152 MS0BI04-) RS GUI 18
non-static, non-final ! HE7} private 2 2 HAL(X| %2, OBI01-) =T selectCountry 58
A7t LHOI A finalO|Lt privateO] Ol I3*"*1‘:E 2EY MET05-) =& inputPasswordFrame.inputPasswordFrame(int, MainSystem) 21
HAMESl HY FMo| AL, B =M 80 2E ej7t ZREOfQIR| JAVAT2 =8 Offer 122
220 2 FH0| gL, 2Y 4 L0 2BE Bj27H ZFL O YUR| & % VAT &S OFFER 15
identifier(oank)7} 0/0] ZE2 MAE0] Q/0f hide7} 2Ai3} JAVATO =8 MainSystem.payUtilityBill(Account) 10
*£ 0|83 import22 A-8E. JAVA 68 HE GUI 16
conditionoﬂ HHH O assignment operators AFE . JAVA 66 O§2 =S MainSystem exchange(int, String) 1
222 OO A String concatenation HAMXIE A E JAVA 64 =3 Offer.readDatabase(Account) 13
BHEE QI M synchronized A E(addKeyListenenE 2 &%, JAVAG =S inputPasswordFrame.inputPasswordFrame(int, MainSystem) 8
Switch 20| default case?7t ZXsHX| %3, JAVA 61 =S inputPasswordFrame.selectmenu() 11
static, local, anonymous7} Ofl Lj 5 SeHAT} AR, JAVA 49 =8 inputAccountFrame 3
String H|L0f "==" & "=" & A8 equals HNEE A8l EAS HEBHLL JAVA 07 D42 &8 MainSystem.transfer(int, Account) 1
(Exception)2 catch}. ERR0S-) =3 Offer.checkValid (Account) 3
HES 218 MESHR| %2 ERRO2-) =2 Offer.checkValid (Account) 2

= codescroll_java_rules cert_secure_codeing_standard sun_code_conventions_for_java 37H2| E& fIHiAIZ2Z X|

F3}0] codescroll inspectorAt&3t0] X 2MS TIASI0] & 1538702 FFANS0] HA| AT,
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4.2 Codescroll_java_rules $|Hi i

CODESCROLL JAVA RULES

=
o
Hr
ojo

Hr
ojo

AT
ojo
||

=
o
AT
ojo

0 20 40 60 80 100 120 140

160 180

> 35 2007H2| UtAIZLO] UAZUCD java 72 THEI0| 12222 7+ Q0| @[Hi=[RACE.

421 TA Eb &N At

200

Ver 1.0

i At & S8 Ao CieiA 2 MM 45 240Ut 71E Al 28 A2 - report TS
!

newAccount.setlLog{newLog);

if (!offer[bank].updateDatabase(newldccount)) {
return 2;

¥

offer[bank].readDatabase(account);

if{account.getBank() != "Aot23d™)
takeCharge{account);
account.setBalance(account.getBalance() - money);

newlog = new Date() +
+ newAccount.getAccountMumber() + "\L{ = &:

newlog = newlog + account.getlog();

account.setlog(newlLog);

if (offer[bank].updateDatabase(account)) {

return @;
T ~aTe—m T

21

+ money + " o+ " 4+ newbAccount.ge
+ ace

T HAE ZITH HIAIX|
JAVA 07 e =5 String H|O| "==" & "1=" & AL equals HIMEES AE3t= As ATTICL
NEWLOE = NEWLOE + NEWACCOUNT.ZEeTLOEL );
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¥ = k443 Tk HAIX]
JAVA_49 == static, local, anonymous?t Otl LS SejATF AMEE.

public void keyPressed{KeyEvent arga) {
A TODD Auto-generated method stub

public void keyReleased(KeyEwent argg) {
A TODD Auto-generated method stub

& Mz Tk AKX
JAVA_61 == Switch 20| default case?t ZXfSIX| LS.

public woid selectmenu() {

int error;

switch (menu) {
case @: // withdraw
if ((error = main.withdraw(main.bank)) == @) {
new ReceiptFrame(main);
} else {

new érrorPrintFrame(error);
¥
this.dispose();
break;
case 1: // exchange

if ((error = main.exchange(main.bank, main.card)) == 8) {

new ReceiptFrame(main);
this.dispose();
} else {

new arrarPrintEramalereac’

22
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3 HZE ZITH HIAX]

JAVA_62 == B2 2 QoA synchronized OA E(addKeylistener)E Z &%

add{money, @, 1, 5, 1);
b = new JButton[1@];
for (int i = 8; i < 18; i++) {
b[i] = mew JButton(String.valuedf(i));

bli .addﬁctiﬂnListenerEthis}j
h

add(b[@], 1, 6, 1, 1);
add(b[1], @, 3, 1, 1);
add(b[2], 1, 3, 1, 1);
add(b[3], 2, 3, 1, 1);
4 NzE FTH HAIK|
JAVA_64 =S HF2 2 OMOj|A] String concatenation PAHAIE ALEE
direc = "./aee/" + currentfccount.getBank() + "/" +currentAccount.getAccountNumber() + "/eas.txt";

this.input = new BufferedReader(new FileReader(direc}));
String log = ""
String templog;

whileEEtemELni = this.inEut.readLine()} '= null) {

}

currentfAccount.setlog(log);
this.input.close();
t catch(Exception e) {
System.out.println("error 1 : [requestInformationFromServer] load information failed");
return 1;

¥ o4z ZITH AKX
JAVA_66 e =2 condition0®f & X Ql assignment operatorS AtE%t

I if (this.account.getBalance() < (won = money * exchangeRate[i

return 1;
1 else {
i arcount . setRalancelaccount . eetRalanceft - wonb:

23
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& H4E Tk HAIX|
JAVA_68 943 *5 0|8% importE2 AtE%

imgfl-l"t ATM.Mai nSést em;
[

import
import
import
import

java.awt.event.ActionEvent;
java.awt.event.Actionlistener;
java.awt.event.KeyEvent;
java.awt.event.KeylListener;

S marmar ssasmer B

0=
¥
H

G HAIX|

JAVA_70

=
E=3

mjo

identifier(bank)7t O[0] EEZ MALO A hideZt THe

E

public int payUtilityBill(Ac:

StrinE ! list bank =

I "

for(bank = @; bank < lisi
if(list_bank[bank].et

break;

Ver 1.0

74

0=
¥
H

ZITH HIAIX|

JAVA_T71

=
E=3

mjo

2ol 28 F=40| gL 28 =4 WEO 2E EBi7t ZHE N UK HS

rimport java.io

public class Offer {

string company;

.BufferedReader;|]

private BufferedReader input;
private PrintWriter cutput;

oo -

-

3 e T HAX|
JAVA_72 == HMEel 238 F40| gL, 28 =4 W80 2ZE EA7F ZHEY UK @S

public

try {

boolean updateDatabase(Account newAccount) {

r

String direc;

boolean card =

newAccount.getBank().substring(2, 4).equal

24
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4.3 cert_secure_coding_standard 2/t $1%&

CERT_SECURE_CODING_STANDARD

=2
o
A
ojo

At
ojo

A
ojo

=2
4o
Az
ojo

0 50 100 150 200 250 300

D= 39479 QEtAISIO] YA o MET05-J#%0| 21132 7H& 20| QHiE|QALCE

431 A fIEE SM At

3 Mze TITH HAIX]|
VNAO4-J e Hold HME ZE0| SHE HEf7t OFH

public woid actionPerformed(ActicnEvent e) {
Jf TODO Auto-generated method stub
if (e.getSource == h[1
money . setText (money.
} else if (e.getSource() == b[2]) {
money.setText(money.getText().substring(@, money.getText().length() - 3} + String.valusldf(2) + str);
} else if (e.getSource() == b[3]) {

getText().substring(®, money.getText().length() - 3) + String.valuedf(1l) + str);

T3 H4r ZITH A K]
0BJO1-) == non-static, non-final@l ZE7} private@2 MAUE|X| %UZ.

 extends JFrame implements Actionlistener, Keylistener {

MainSystem main;
JButton[] country;
GridBaglayout gbl;
GridBagConstraints gbc;

25
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3 HzE TITH HIAX]

mutable S227t A2 + gl= Z=0| HHE FHSHH TS| 2ot

A 7lsE MBSO EE.

Main5ystem main;
JButton[] country;
GridBaglLayout gbl;
GridBagConstraints gbc;

3 H4E T HIAX|
ERRO2-J =5 HEY 208 MESHA E@5
b
newhAccount.setBalance(newfAccount.getBalance() + money);
String templog = new Date() + " " + money + " #Ue" + account.getBank() + " "

+ account.getAccountumber() + "\t{ = +: + newhAccount.getBalance() + ™ )\wn";

system.out.println(templog);

tempLog = templLog + newhAccount.getlog();
newAccount.setlog(templog);

if (loffer[temp_bank].updateDatabase(newAccount)) {

return 2;
b
A oqZ4E ZITH HIAIX]
METO5-) £33 AYMRE LYOIA finalO|L} privateO| OFLl HIAEE Z&E

dUULLL, W, B, L, L]);

add(reset, 2, 6, 1, 1

¥

)
this.setSize(588, 580);
this.setVisible(true);
this.setDefaultCloseOperation({JFrame.EXIT ON CLOSE);

26
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7% dzE | DT AR
ERRO8-J == (Exception)2 catch®t.

public boolean checkValid(Account account) {
try {

¥

String direc = “./aee/" + account.getBank() + "/" +account
System.out.println{direc);

this.input = new BufferedReader(new FileReader(direc));
this.input.close();

System.out.println("valid input™);

system.out.println{"invalid input™);
return false;

return true;

4.4 sun_code_conventions_for_java |t $1&

CODESCROLL JAVA RULES

=
0
I
glo
o

Hr
ojo

A
ojo

=
Ho
AT
ojo

0 100 200 300 400 500 600 700 800 900

>F 944742] QUEIARIO| HARRAL2H Sun 24 0| 7t BO| 2|HiE|RALTE

o "

441 TE 9ok AM| Argt

75 NS HTh HAIX|

Sun_03 e X3 S A OOl C AEY FHO2 AIXSHA| HZ
T [y} el [Li=a] T [l

1

2

3= import ATM.MainSystem;

4 dimport java.awt.*;

5  import java.awt.ewvent.ActionEwvent;

& import java.awt.event.ActionListener;

7 import java.awt.event.KeyEwvent;

5 import java.awt.ewvent.KeylListener;

=]

27
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T HZE ZITH HIAX]
Sun_06 e $5 2tele] 20|17t (80)E 8
2 ¥
5 break;
7 case 4: [/ wees
3 if (money.getText().length() > 5 && (money.getText()
3 . gth
E:
1 new inputPasswordFrame(2, main);
2 this.dispose();
3 } else {
3 H4E TIEH HAIX]
Sun_07 e *e ot 20 o2 MEXE M

public class insertFrame extends JFrame implements Actionlistener,

JTextField tf;

JButton ok, b®, bl, b2, b3, b4, b5, b6, b7, b8, b9, bb, reset;
JLabel state;
JComboBox<String>
MainSystem main, temp;
int menu;
GridBagLayout gbl;
GridBagConstraints ghc;

public insertFrame(int menu) {
super("insert"”

combo;

13

KeyListener {

3 e ZITH HAX|
Sun_08 e %s =52 Al F=Z0| ot o dolet
e g e

country[i].addKeyListener(t

JLabel cc = new JlLabel{
cc.addieylistener(this);

add(cc, @8, 8, 3, 1)

add(country[@], &, 1
add{country[1], 2, 1,
add(country[2], @, 2

¥

¥ ¥

add(country[3], 2, 2,

this.setSize(5ea, 508);
this.setVisible(true);

select Country

1)
1);
1}
13

this.setDefaultCloseOperation(JFrame. EXIT_ON_

28
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3 Mz TITH ALK
Sun_09 943 identifier(bank)7} 0|0] EEZ MO0 QU0 hide7} izt

¥

= public int payUtilityBill(

StrinE!! list bank = {

for(bank = @; bank < 1
if(list bank[bank]
break;

¥

Al faFFamllmmleT mlmslair

3 Mze TITH HAIX]
Sun_10 S2E X H=(error) M Al X7|31E X %2,

¥

this.main.insert(5tri

if imain.nffer|cnmhn.

it ((errcr = main
new errorPrin
this.dispose(

return;
!
H H4E TITH HA x|
Sun_11 e R= if =OIM S227F AR 3.

¥

offer[bank].readDatabase({account

if{account.getBank() != "4lot2@®™)
takeCharge(account);
account.setBalance{account.getBalanc

ol s — masa Naftasf L " " L mAamaswr L
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¥ = k443 Tk HAIX]
Sun_13 e 22 Switch 20 default case?t ZX|35}X]|

public void selectmenu() {
int error;

switch (menu) {

case B: // withdraw

if ((error = main.withdraw(main.bank))} == @) {

new ReceiptFrame(main);
} else {

new errorPrintFrame(error);

¥
this.dispose();
break:

’y

case 1: // exchange

if ((error = main.exchange(main.bank, main.card)) == 8) {

new ReceiptFrame(main);
this.dispose();
} else {

new ArearPrintFramel arrac s

=1
ey
0=
N
H-|
al
rn
=
>
Rl

Sun_17

=2
4o
AT
ojo
A
12
re
>
>
e
Mo
H
nx
o
Ho
0
>
o
2
re
A
o
£Q
ojo

country[3]
for (int 1

new JButton("CNY");
@; 1 < 4; i++) {

country[i].addActionListener(this);
country[i].addKeyListener{this);

JLabel cc =
cc.addKeyListener(this);
add{cc, @, 8, 3, 1);

new JLabel("Select Country

add(country[@e], @, 1, 1, 1);
add(country[1], 2, 1, 1, 1);
add(country[2], @, 2, 1, 1);
add(country[3], 2, 2, 1, 1);

this.setSize(508, 5080);

30
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3 = k443 TITH ALK
Sun_18 e ZS Za229| 0|F(selectCountry)O| T+E|(A[A-Z]([a-2Z]|[A-Z]|[0-9])*) 0l ZEX]|

import javax.swing.®*;

bublic class se

MainSystem main;

JButton[] country;
GridBaglayout gbl;

GridBagConstraints gbc;

public selectCountry(MainSystem main) {

super("selectCountry™};

gbl = new GridBaglayout();

lements Actionlistener, Keylistener {

chr = new GridRacrnanstraint=©e
3 HqZ4E TITH HA]X]
Sun_22 0 ZS non-static ZE7} public@2 M.

public class MainSystem {
private Account account;

Euh]ic Strinﬁ card;
[}

public int bank;

private int exchangeRate;
private int wrongPasswordTimes;
private int errorType;

A Mz TITH HA[X]

Sun_24 e 2= £XF M52 AFE(for loop2l counterZ -10[Lt 0, 1€ AMR3H= ZL HQ))
¥
break;

case 4: [/ wese

if (money.getText().length() » 5 && (money.getText()
substring(money.getText().length{) - 5, money.getText().length({) - 1).equals("@eea"))) {

main.bank = Inte

this.dispose();
} else {

er.parseInti{money.getText().substring(@, money.getText().length() - 1));
utPasswordFrame(2, main);

Ver 1.0
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e e ET
Sun_26 =3 22 E ALBSHA %1 o AHMXE ALESIO A =8%
1 else {

new errorPrintFrame(3);
this.dispose();

1 else if (e.getSource() == bb && tf.getText().length() > 8) {
tf.setText(tf.getText (). .substring{@, tf.getText().length{) - 1));
} else if (e.getSource() == reset) {

tf.setText("");
b

5. codescroll Z21}

Overall
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ojo

B codeSCROLL JAVA RULES M cert_secure_coding_standard M sun_code_conventions_for_java

= ‘sun_code_conventions_for_ java'®| &0 7t FO| HIE|RL HZAEEs 01 X34 X30|0, HZ =Tt
=
IT

2 Ao b AFEh2 ‘codescroll_java_rules’ 2t ‘cert_secure_coding_standard' Ol A{ L}EFKECE,
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Sun_24
A1%

JAVA_72
8%

METO5-J
14%

10%

2 Sun_24 THA0| ZtE Gto| QHIE| o, O F 2= MET05-), Sun_ 06, Java 72 A2 QHIE|RUCt Sun_24&
Sun 069 AMZEE= OjR %2 Q Bt java 722} MET05-)Q| AZtZ = =0|0|E2 0|2 FEE £H& O oj2

=
=89 MZEE JHX Java 07 & Java_66 1t HO| Q[HiS Java_72 & MET05-J5H =ddllof & Aoz HQICt,

33



